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Preface

Who and What

This book is about real-world programming: not the part of programming that's about writing tools for creating 
other programs, but the part that's about interacting with the ''real world" outside of the computer. Though you 
wouldn't know it by looking at a typical university computer curriculum, there's almost certainly more real-world 
programming going on than general tools programming. Think about it: your VCR is controlled by a 
microprocessor that has some kind of operating system and software running on it; if your car is under a dozen 
years old, it's probably littered with microprocessors running everything from the ignition to the brakes, all working 
together; you routinely get money from automatic tellers. And most attendees of computer shows know about the 
Internet toaster!

In fact, there are aspects of real-world programming even within a workstation that's used entirely to develop 
programming tools. That workstation has either a disk drive or a network interface; both disk controllers and 
network controllers contain their own microprocessors running their own software that deals with hard, mechanical 
devices (in the case of a disk drive) or electrical impulses running down a wire in measurably non-zero time.

So real-world programs (and real-world programmers) are all around us. What characterizes all of these real-world 
applications is a critical dependence on time—the messy ingredient that always comes in whenever computers start 
interacting with the real world. Applications that are formally called "real-time" are only a small part of real-world 
programming. The brake controller in your car is certainly real-time software, by any definition; if it's late, your car 
won't stop. But the database software that controls the ATM at your bank has very similar time-oriented 
requirements, even though they aren't quite as strict. Your ATM shouldn't give you $200 at 3:15, if at 3:14 your 
bank processed a check that cleaned out your account. And even if you have the money,
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you'll get awfully nervous if your ATM takes five minutes to give it to you because the mainframe is under a heavy 
load. (In the much more relaxed world of compilers, editors, and other tools, this is nowhere as significant a 
problem; it's called a coffee break.)

This book is written to help programmers solve real-world problems in a portable way, using POSIX.1 (the basic 
operating system interface) and POSIX.4 (real-time, real-world extensions to POSIX.1). The tools needed to solve 
these problems include process scheduling, interprocess communication, and enhanced I/O. I assume most 
programmers reading this book will be programming in, or familiar with, the UNIX programming environment, and 
some (not all) of you will be familiar with POSIX. This is not an introductory book: I assume you know C and are 
good at it, and you know UNIX programming pretty well, too. In particular, I'm not going to spend much time on 
basic POSIX. 1 functionality: fork, exec, wait, signals, pipes, and standard read/write.

When people mention POSIX.4, they often speak of POSIX.4a in the same breath. This is understandable, as the 
two standards were developed by the same working group. They are, however, separate standards, and POSIX.4a is 
only now completing the balloting process. This book addresses only POSIX.4.

The Rest of the Book

This book starts with an introduction to real-world programming, the POSIX standards, and the problems that 
POSIX does and doesn't solve.

The next several chapters are an introduction to solving real-world-oriented programming problems, with a special 
emphasis on UNIX- and POSIX-based solutions. While this book is primarily a guide to POSIX.4, often the 
solutions to your problems can be found in POSIX.1 or standard UNIX. In Chapter 2, The POSIX Way, I'll 
introduce you to the generalities of POSIX: how you determine what parts of POSIX are present on a system, how 
to test for compliance, and so forth. This chapter explains the basic operation of a POSIX system—any POSIX 
system—so you should read at least the first part before moving on to the more technical material. On the other 
hand, the end of Chapter 2 is a detailed discussion of the meaning of POSIX conformance, which may confuse you 
until you have some grounding in the technical substance of POSIX. You can skim this part, or skip it until later if 
you want.

Following Chapter 2, we get to the technical substance: Multiple Processes, Better Coordination, Scheduling, and 
I/O, in that order. Chapter 3, The Basic of Real-Time: Multiple Tasks, covers the basics of process creation and 
signals. Most of this is part of POSIX.1, not POSIX.4 (the exception is signal extensions that POSIX.4 provides—
the SA_SIGINFO material). Process basics are required, though, before you can talk about process scheduling or 
interprocess coordination.
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Chapter 4, Better Coordination. Messages, Shared Memory, and Synchronization, covers interprocess 
communication, using pipes and FIFOs (from POSIX. 1), message queues, shared memory, and semaphores (from 
POSIX.4).

In Chapter 5, On Time: Scheduling, Time, and Memory Locking, we talk about ways to get things done on time: 
process priority scheduling, memory locking to prevent unwanted paging, and the clock and timer facilities that 
allow you to schedule alarms, check the time, and generally perform time-based processing.

Chapter 6, I/O for the Real World, covers the I/O enhancements of POSIX.4: synchronized I/O and asynchronous 
I/O. There's also a short requiem for an I/O enhancement that was kicked out of POSIX.4: real-time files. These 
would have allowed for contiguous and pre-allocated disk files; we'll discuss your options to achieve this sort of 
behavior, in the absence of a standard solution.

Finally, in Chapter 7, Performance, or How to Choose an Operating System, we'll talk about performance issues; 
the preceding chapters will have concentrated on functional behavior, ignoring the performance domain that is so 
critical for real-time applications.

Following the chapters, there are manual pages for all the functions and header files described by POSIX.4. These 
provide a concise (!) reference to POSIX.4, once you think you know what you're doing.

Throughout the book, I'll refer you to other tomes for more detail on subjects that are peripheral to the topic of 
discussion. There are complete references in the Bibliography.

Exercises and Sample Code

This book comes with exercises. The purpose of these is to get you thinking about the use of POSIX.4 for solving 
everyday real-world problems. A secondary purpose is to provide you with more example code. Code for many the 
exercises is included in the Appendix in the back.

Other code throughout the book is presented in snippet form, not usualy as complete, working programs. These 
code snippets are there to illustrate and motivate the text, and are not presented in complete form in the Appendix.

Typographical Conventions

The following font conventions are used in this book:

Italic
Names of functions, header names

Courier
Code examples



  

Page xviii

Acknowledgments

I fell into the POSIX world by accident, starting at Sun Microsystems. Thanks to them for lavishly supporting 
POSIX.4 work. The environment at Lynx Real-Time Systems allowed me to become POSIX.4 Man. I am still 
trying to recover from the experience. Thanks to Lynx for the prototype software on which the examples in this 
book were written and tested. Thanks, on a personal note, to the Bearded White Guys With Glasses for the 
camaraderie: Chris Lanier, Greg Seibert, Randy Hendry, and, although she has no beard, June Curtis, honorary B
(WG)2. Stephe Walli at MKS, Mary Lynne Nielsen at the IEEE, and Hal Jespersen all provided invaluable help on 
POSIX mechanics and status; Mike Jones at Microsoft provided insight into the status of Windows NT. My 
reviewers provided invaluable insight; I thank Bob Goettge, Randy Hendry, Dan Hildebrand, David K. Hughes, 
Andy Oram, Jerry Peek, Claude-Henri Sicard, Stephe Walli, and Steve Watt. Thanks to Mike Loukides, for 
pointing out that I use "thing" and "stuff" an awful lot (among several billion other useful comments).

Clairemarie Fisher O'Leary copyedited the book and was the production manager, with the able assistance of Sheryl 
Avruch and Frank Willison. Chris Reilley created the figures, Jennifer Niederst created the interior design of the 
book, Lenny Muellner and Norm Walsh provided tools support and implemented the design, and Susan Reisler 
created the index.



  

Page xix

PART I
Programming for the Real World



  

Page 1

CHAPTER 1
Introduction

This book is written to help people who are trying to use UNIX (or any other POSIXsupporting system) for real 
work.

Real work includes database systems, transaction managers, and navigation systems. It includes applications for 
automating a factory floor, as well as applications for controlling jet engines and your VCR, software controlling 
robots, the ATM from which you get cash, and telephone networks.

While UNIX has been a popular operating system, its applicability to the real world has been rather more 
problematic. Many vendors have made many attempts to add the features and performance that UNIX needs in 
order to be truly useful in the real world. These attempts are now coming to fruition with the availability of 
industrial-strength UNIX from major software vendors. With the increasing availability of these new features, 
UNIX is now capable of supporting true real-time, real-world applications. The question is, how do you use these 
new facilities for your real-world applications?

In the UNIX world, real-world functionality has come from two often contradictory camps: System V Release 4 
UNIX (as described by the System V Interface Definition, or SVID), and recently, IEEE POSIX.4 (also known as 
PASC 1003.4). Other specifications, including COSE (Common Operating Software Environment), XPG4 (X/Open 
Portability Guide), FIPS 151-2 (Federal Information Processing Standard 151) and so forth, really are just calling 
out either SVR4 or POSIX functionality. This book concentrates on the features of POSIX.4 for a couple of 
reasons:

• POSIX.4 is newer than SVR4, and fewer people know about it. More to the point, there are no books about it.

• POSIX.4 has wider applicability than SVR4, since POSIX is not a UNIX standard per se.
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Although I'll spend most of my time here touting POSIX.4, I'll also cover other possible solutions to real-world 
problems where they are available.

What's POSIX?

POSIX, the Portable Operating System Interface,* is an evolving, growing document that is being produced by the 
IEEE and standardized by ANSI and ISO. The goal of POSIX is the source-code portability of applications: in the 
best of al you to to move an application from one operating system to another by simply recompiling it. This goal is 
unattainable since most applications, especially the real-world ones, require more operating system support than 
you can find in any particular standard. However, POSIX has achieved a less apocalyptic version of this goal: 
reducing the amount of effort in a port. POSIX-conformant applications can be easily ported to systems as diverse 
as SVR4 UNIX, LynxOS and MVS.

"POSIX" refers to a couple of different things. The most important meaning of POSIX is the POSIX standards. 
These are the end products of the POSIX working groups. These groups, composed of computer vendors, 
applications writers, government representatives, and a modicum of hangers-on, meet quarterly in IEEE-sponsored 
meetings in exotic locales such as Parsippany and Utrecht. The overall POSIX working group is composed of many 
smaller groups with names like "POSIX-dot-something." For instance, POSIX.4 is the working group concerned 
with real-time operations. These working groups put out proposed standards, which are often eponymously named 
(The '.4 working group put out the '.4 proposed standard); however, this naming is just coincidental ('.4 also put out 
the '.13 proposal). So what you have is many small groups all working towards the standardization of their small 
(but crucially important) sectors of the universe.

As these small proposals pass balloting,† POSIX grows. The first such standard was POSIX.1, which specified 
many of the basic calls that UNIX programmers have come to expect. Several amendments to POSIX.1 have also 
been approved. POSIX.4, approved in September, 1993, is a set of real-time extensions to POSIX.1, and is the 
standard we are most concerned with here. This growth, though, results in additional complexity for you, the user 
of POSIX. You need to know which version of POSIX your system supports, in order to tell what features you 
have. Do you have the shiny, new, real-time features of September, 1993? Or are you stuck with the old, reliable 
basics of POSIX.1 (September, 1990)? Luckily, this information is encoded in header files and formal POSIX 
conformance statements, so you do not need to rely on some salesperson's word for what is actually in an operating 
system you may be considering buying. In Figure 1-1, you can see the basic structure of POSIX: mandatory parts, 
and extra optional behavior.

* And what's an OS without an "X" on the end of it?
† The ballot process is a standard mechanism the IEEE has set up for the adoption of standards.
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Figure 1-1. Mandatory and optional parts of POSIX.1 and POSIX.4

As POSIX grows, it becomes more and more useful; it also becomes more complex and harder to understand. The 
POSIX.1 facilities formed a nucleus of common operating system functions that could be used to create programs 
that were portable from one UNIX system to the next, and even to non-UNIX systems, like VMS, LynxOS, QNX, 
CTOS, MVS, and MPE/ix. As such, it's like the chassis of a car. POSIX.1 gives you portable versions of functions 
you need for writing applications, but there's little question that you need more than POSIX.1 for most applications. 
Now, a new chapter of the POSIX book has emerged: POSIX.4. POSIX.4 adds real-time (I like to call it real-world) 
functionality to the chassis of the car: shared memory, priority scheduling, message queues, synchronized I/O, and 
so forth. POSIX.4 is the wheels of the car. If you need POSIX.1, then you probably need POSIX.4, as well.

In a recent debate on the Internet, for instance, there was some question as to how usable POSIX is for "real work." 
The opinions went two ways. A bunch of the GNU tools (GCC, Emacs, etc.) are written for the POSIX.1 
environment, as are the tools provided by Mortice Kern Systems for DOS and several other operating systems. 
Therefore, POSIX.1 in and of itself is useful, since these obviously useful programs can be built using only—or 
mostly—POSIX.1. The other opinion holds that editors and compilers do not constitute "real work." Various anti-
free-software pejoratives get stirred into the mix, and the debate continues. However, I was intrigued to see that 
some folks share my feeling that there's more to computer programming than programming tools. I mean no 
disrespect to the people at MKS or the Free Software Foundation—the examples in this book were all written and 
tested using GCC, a real product if ever there was one. However, you have to admit that, at some point, computers 
are



  

Page 4

supposed to be used for something besides writing computer programs. For these applications, POSIX.1 probably 
does not provide all the functionality you need.

Is POSIX Useful?

"Real work" includes database systems, transaction managers, factory floor automation programs, jet engines 
controllers, etc. This is the real world! Is POSIX useful for it?

"Useful," here, means "an aid to portability," and this brings us to the goal of POSIX: source-code portability of 
applications. POSIX, the Portable Operating System Interface, is supposed to make it easier to write a program that 
you can easily move from one operating system to another, and from one machine to another. Portability is 
important because hardware lifetimes are decreasing at a rate faster than software lifetimes. That means that old 
software has to be made to run on new hardware. In addition, old operating systems are regularly retired. Who'd 
have thought Sun would throw out their BSD-based operating system in favor of Solaris? Given changing hardware 
and software, the more portable your applications are, the more successful they're likely to be. So, is POSIX useful?

Well, you know what I'm going to say. Of course it's useful! Nothing could be more useful than POSIX! POSIX is 
the best thing to come along since high level languages! POSIX is the mythical silver bullet!*

Well, maybe it's not all that. POSIX is an incremental step towards a standard, useful operating system interface. If 
you use "the POSIX way," as Don Lewine puts it, for those things which POSIX specifies, then they will be 
portable from one POSIX system to the next. Until POSIX specifies a "way" for all things, it won't provide a total 
portability solution. And who are we kidding? Total portability is probably unattainable, and certainly undesirable 
for a lot of programs. Portability entails generality and flexibility, and generality and flexibility cost time and space. 
For any given problem, a nonportable program is going to be smaller and faster, right? When you're building your 
applications, you need to balance the need for portability against the need for reasonable efficiency. In all 
likelihood, every program built for the real world is going to have some non-portable component. That's okay! By 
using the POSIX way for the rest of your application, you avoid having to look at that part. Portability becomes 
easier, not trivial-that's the point.

* "No Silver Bullet: Essence and Accidents of Software Engineering," Dr. Fred Brooks, in IEEE Computer, April 1987. In this 
article, Dr. Brooks describes the mess we're in, software-wise, and how we software engineers can get out of it. He didn't mention 
POSIX, but I'm sure that was accidental, not essential...
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The Limits to POSIX

Another recent thread of discussion concerns the suspicion that POSIX (the working group) is out of control, 
producing more and more ill-considered standardese at a snowballing rate that will inevitably lead to an unusable 
mass of documentation.

There is some substance to this fear. Certain POSIX working groups have on occasion veered off into some fairly 
treacherous weeds, like language-independent specifications and poorly-planned profiling expeditions. My personal 
opinion is that a lot of the later efforts of the POSIX.4 working group itself were pretty esoteric and really not ready 
to be standardized—much of the POSIX.4b (Yet More Real-Time) and POSIX.13 (Real-Time Profiles) proposals, 
in particular.

However, I don't see much evidence that the working groups are going to go hog-wild and inflict a bunch of useless 
functionality on the world. More likely, as the working group finds itself doing weirder and weirder work, the 
people doing said work will find better things to do, and the balloting groups will find themselves either unwilling 
to approve the results, or too bored to proceed with the ballot at all. In other words, I think POSIX (the working 
group) is bound to snuff itself out after its real useful work is done.

When people raise this "out-of-control" fear, though, they usually mention POSIX.4—my group, my standard—as 
a prime example. To this, I can only say they're wrong. Real-time has been around for a while, and the functionality 
you'll find is not particularly bizarre. It's based on real experience with existing operating systems, although these 
are often real-time systems, not traditional UNIX boxes. Much of this is new to a standard UNIX system, and I 
suppose that's why we hear the occasional sour grapes from UNIX purists.

The Grand Renumbering

One example of the advancing senility of the POSIX working group may be found in The Grand Renumbering. 
After years of work on POSIX.4, POSIX.6 and so forth, the working group decided to renumber a great many of 
the documents. The documents that were amendments to 1003.1 (POSIX.1) were given numbers that built upon the 
"1003.1" prefix. So POSIX.4 became 1003.1b, POSIX.6 became 1003.1e, etc.* I suppose the new numbering makes 
it easier to understand the published documents, since now all the "operating system" documents will be 1003.1-
something, all the commands are 1003.2-something, and so on. Remember this: wherever you see a 1003.1x, it used 
to be POSIX.y. 1003.1x numbers are strictly a result of The Grand Renumbering, and are an attempt to confuse 
you.

* It was called POSIX.4—IEEE 1003.4—throughout its development and balloting. As a result of The Grand Renumbering, it is 
now also known as POSIX 1003.1b-1993. For the remainder of the book, I'm going to refer to POSIX.1 and POSIX.4 because 
those terms are much easier to differentiate than "1003.1-1990" and "1003.1b-1993." They're also easier to say.
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Doing More the POSIX Way

So what can we do ''the POSIX way"? Until recently, only very basic and general operations were specified by 
POSIX.1, the first edition of POSIX. These included mechanisms for process creation and demise (fork, exec, exit, 
wait), signals, basic I/O and terminal handling, and some other miscellaneous basics. POSIX.1 is essential. It is the 
basis on which the rest of POSIX resides. Without POSIX.1 there is nothing. POSIX.1 is necessary, but not 
sufficient for real-world applications.

POSIX.4 (the Real-Time Extensions to POSIX) was approved in September, 1993. It is an amendment and addition 
to POSIX.1, providing additional facilities necessary for realworld applications. These include process scheduling, 
access to time, a couple of interprocess communication mechanisms, and enhanced I/O operations.

Another standard, POSIX.4a (renumbered as 1003.1c) provides the ability to run multiple, concurrent threads of 
execution within a single POSIX process. The 1003.1c standard is completing balloting as this book goes to press, 
and should be an IEEE standard within the year. POSIX.4a is a different standard than POSIX.4, and discussion of 
threads would fill up another book.

POSIX and Its Amendments

POSIX is both a set of standards and an ongoing effort of standards development. As such, it can sometimes be 
unclear what we're talking about when we refer to POSIX, because there are so many things that go by that name! 
Table 1-1 is a quick listing of most of the proposed standards, either in progress or approved as of this writing. 
Obviously the status of the standards will change as time goes by. This snaphot is as of April, 1994. Several of the 
documents (like POSIX.4) have been renumbered to be part of the POSIX.1 (1003.1) standard. For these 
documents, I've mentioned the new number.

Table 1-1: Status of POSIX standards as of April, 1994

Standard What is It? Status as of April, 1994

POSIX.1 Basic OS interfaces Approved (IEEE and ISO)

(1003.1-1990)
  

(ISO 9945-1 (1990))
  

POSIX.la Miscellaneous extensions Completing ballot

POSIX.2 Commands (sh and the like) Approved (IEEE and ISO)

POSIX.3 Test methods Approved by IEEE

POSIX.4 Real-time extensions Approved by IEEE

(1003.1b-1993)
  

POSIX.4a Threads extensions Completing ballot

(1003.1c-1994)
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Table 1-1: Status of POSIX standards as of April, 1994 (continued)

Standard What is It? Status as of April, 1994

POSIX.4b More real-time extensions In ballot

(1003.1d)
  

POSIX.5 ADA binding to POSIX.1 Approved by IEEE

POSIX.6 Security extensions In ballot

(1003. le)
  

POSIX.7 System administration In ballot

POSIX.8 Transparent file access In ballot

(1003.1f) (Network)
 

POSIX.9 FORTRAN-77 binding to POSIX.1 Approved by IEEE

POSIX. 10 Supercomputing profile In ballot

POSIX. 11 Transaction processing Project withdrawn

POSIX. 12 Protocol-independent communication Completing ballot

(1003.lg) (sockets)
 

POSIX. 13 Real-time profiles In ballot

 
(Subsets of POSIX)

 

POSIX. 14 Multiprocessor profile Early drafts

POSIX.15 Batch/supercomputer extensions In ballot

POSIX. 16 Language-independent POSIX.1 Early drafts

POSIX. 17 Directory/name services Approved by IEEE

(IEEE 1224.2) (Network)
 

POSIX.18 Basic POSIX system profile In ballot

POSIX. 19 FORTRAN-90 binding to POSIX.1 Project withdrawn

POSIX.20 Ada binding to POSIX.4 Early drafts

POSIX.21 Distributed real-time Early drafts



  

The POSIX Environment

The documents comprising POSIX together define a computing environment that you can count on being present 
for your programs to use. The technical definition of what it means to "be POSIX" is currently a topic of debate, 
and is getting more obscure by the minute. The confusion arises because there's a market share for any vendor who 
can attach POSIX to their product, which means that different people mean different things when they say "we're 
POSIX compliant." We'll discuss what it means to "be POSIX" in Chapter 2, The POSIX Way, since the issues are 
complex and you need to be aware of them. For now, suffice it to say that POSIX refers to a UNIX-like, standard 
computing environment. We'll elaborate on each of these features, then we'll talk briefly about a few things that 
POSIX isn't.

POSIX Is Like UNIX

Because POSIX is based on UNIX, the solutions we bring to bear on our technical problems will be based on 
UNIX. We'll be forking processes and sending signals, reading with read and writing with write. UNIX has 
generally had a problem with the sorts of
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